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Snooping in the deep dark web: 
the impact of the ACU’s proposal 

on the privacy of cricketers
The International Cricket Council’s Anti-Corruption Unit has put forward a 

proposal to increase its investigatory powers in order to tackle match-fixing. The 
proposal, which is due before the Board in 2017, would give the investigating 

authority the power to access the sensitive information of a cricket player stored 
on media platforms, such as WhatsApp and Snapchat. Amrut Joshi, Founder 
of GameChanger Law Advisors and a member of the World Sports Advocate 

Editorial Board, and Pavani Nath, a Student at Gujarat National Law University, 
discuss the proposal in detail and the privacy concerns it raises.
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On 14 November 2016, the Chairman of the International 
Cricket Council’s (‘ICC’) Anti-Corruption Unit (‘ACU’), Sir 
Ronnie Flanagan, announced1 that the ACU will be seeking 
a change in its powers from the ICC’s Board of Directors, 
to tackle concerns with regard to match-fixing. This 
decision comes in the wake of South Africa’s Ram Slam 
T20 Challenge culminating in former Test cricketer Alviro 
Peterson becoming the sixth player charged as part of an 
investigation into match-fixing. While the rationale behind 
this decision was succinctly laid down by Flanagan, the 
legality of the proposed amendment is yet to be tested.

The ACU’s proposal, to be tabled before the ICC Board in 
2017, proposes certain amendments to the provisions of the 
Anti Corruption Code for Participants (‘ACU Code’). Via such 
amendments, the ACU is seeking to confer on the investigating 
authority, i.e., the Anti-Corruption Officers (‘ACO’), the power to 
access sensitive information stored on different media platforms. 
Such information includes information on the ‘deep web’ (parts 
of the web not indexed by search engines) and the ‘dark web’ 
(parts of the web that require specific software or authorisation). 
Classic examples of content on the deep or dark web include 
archived conversations on smartphone applications like 
WhatsApp and Snapchat. In addition to this, the ACU is close 
to finalising a Memorandum of Understanding with the UK’s 
National Crime Agency (‘NCA’)2, which will enable it to leverage 
the NCA’s powers of search, seizure and arrest, among others.

The present powers of the ACU as per the ACU Code only allow 
the authorities to request information from players, including 
telephone billing records, while players also have to hand over 
their phones to officials before each day’s play to prevent any 
communication with match-fixers. The ACU’s experience over 
the last six years suggests that its existing powers to police 
cricket are insufficient. This realisation was borne out of the 
spot-fixing case involving Pakistani international cricketers 
Salman Butt, Mohammed Asif and Mohammed Amir3, where it 
was widely believed that the ACU had been ineffective in its 
investigation, and in obtaining relevant information that could 
have established the players’ guilt independently. Instead, to 
make its case against the players, it had to rely on an undercover 
sting operation conducted by the now-defunct British tabloid 
the News of the World, and on the evidence gathered 
consequently, in the form of secret recordings, telephone calls 

and text messages. It is clear that the ACU, whose incumbent 
Chairman took up the role just as that controversy came to 
light, has floated this new proposal to facilitate an easier 
method of gathering information in subsequent cases.

There are three broad issues with the ACU’s proposal. Firstly, how 
will such a proposal stack up against players’ right to privacy? 
Secondly, have similar rules been accepted elsewhere? Thirdly, 
will such a proposal be accepted by the cricketing community? 
We examine each of these issues at length in this article.

Do international cricketers have a 
reasonable ‘expectation of privacy’?
There are no easy answers to this question, thanks, in no 
small part, to the global patchwork of laws governing privacy. 
For instance, the EU Data Protection Directive 1995 stands 
out for its overarching and comprehensive approach towards 
protecting every individual’s personal information, through 
ample data security provisions. However, Section 31 of the 
United Kingdom’s Data Protection Act 1998 provides that the 
privilege of data protection need not be extended in cases 
where the public needs to be protected against any improper 
conduct by persons authorised to carry on any profession 
or other activity4. Countries like India and Australia allow for 
‘reasonable restrictions5’ being placed on the right to privacy.

The right to privacy has been curtailed in respect of persons 
in a ‘public position.’ In the English case of A v. B plc6, Lord 
Woolf, CJ, famously held that the “individual should recognise 
that, because of his public position, he must expect and accept 
that his actions will be more closely scrutinised by the media. 
Conduct which in the case of a private individual would not 
be the appropriate subject of comment can be the proper 
subject of comment in the case of a public figure7.” Courts in 
the United States have held that even high school athletes 
have a lower expectation of privacy than the general public8.

Although such precedents suggest that a person, by virtue of 
his/her celebrity status, would be ‘fair game9,’ in recent years 
there has been a departure from this blanket belief, inspired by 
European laws that distinguish between those seeking publicity, 
like actors and athletes, and those that have publicity thrust 
upon them, like victims of sexual abuse10. The latter category 
is one which is entitled to a much higher standard of privacy 
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The ACU’s proposal has certainly opened up a new chapter in 
Cricket’s struggle in recent years to get its governance act together. 

protection, whereas in the case of the former, the concept 
of ‘reasonable expectation of privacy’ plays a crucial role11.

If this distinction is recognised, it would be reasonable to 
advocate that professional cricketers are ‘permanent public 
figures.’ They are, therefore, entitled to privacy only when 
they can reasonably expect it. Such ‘reasonable expectation’ 
can extend to an intimate sphere of the cricketer’s life, such 
as their sexuality or medical condition. For instance, the 
House of Lords, in the case of Campbell v. MGN Limited12, 
held by a narrow 3:2 majority that the Daily Mirror had violated 
supermodel Naomi Campbell’s privacy rights by publishing 
photographs of her arrival at a Narcotics Anonymous meeting.
 
However, if a cricketer is accused of engaging in misconduct that 
not only brings disrepute to the sport, but also misleads the public 
and encourages criminal activity, he cannot claim the unqualified 
right of privacy. Included within such a sphere would be cases such 
as the Pakistani cricketers’ spot-fixing case discussed previously. 
It is this constant tension between cricketers’ expectations of 
privacy and the ACU’s desire to police the sport more effectively 
against the menaces of fixing and doping that lies at the root 
of any debate on the legal validity of the ACU’s proposals.

Have similar rules been accepted elsewhere? 
One sport that has already traversed the path that the 
ACU is proposing to take cricket down is the sport of 
tennis. Tennis’ anti-corruption authority, the Tennis 
Integrity Unit (‘TIU’), adopted the Uniform Tennis 
Anti Corruption Programme (‘UTACP’) in 2008. 
Clause F.2.c. of the UTACP13 prescribes that the TIU is entitled 
to demand any information from the concerned person, 
including records related to the alleged offence and other 
electronic information storage devices. In addition to this 
provision, the TIU has expressly assumed the power to seize 
electronic devices of suspected persons. In 2016, it released 
a statement to that effect, stating that if analyses suggest 

suspicious activity, the TIU conducts an investigation by 
interviewing players, and taking phones and laptops14.

The validity of these rules was tested by the Court of 
Arbitration for Sport (‘CAS’) in the case of Guillermo Olaso 
v. TIU15. In this case, on being alerted by a betting operator 
about unusual betting patterns involving a match played by 
Olaso, the TIU investigator, pursuant to his powers of seizure 
and scrutiny under Clause F.2.c. of the UTACP, confiscated 
two mobile phones and one laptop from a person related to 
Olaso. The CAS Panel unanimously upheld16 the admissibility 
of Skype conversations that had been extracted from the 
hard drive of the laptop, on the grounds that the seizure of 
the mobile phones and laptop was deemed to be lawful 
as per the aforementioned provisions of the UTACP. 

Further, the CAS Panel also held that Olaso did not deny 
the accuracy of the Skype messages. Olaso was awarded a 
five year ban and a $25,000 fine. To insulate itself from the 
domestic privacy laws of countries, the TIU has, in Clause 
G.3.c of the UTACP, stated that it shall not be bound by any 
jurisdiction’s judicial rules governing the admissibility of 
evidence. What is interesting to note is that the ACU has a 
similar provision in this regard. Article 9 of the ACU Code 
mandates all national cricket federations comply with the 
ACU Code and take all necessary and reasonable steps to 
recognise and enforce all decisions of suspension/sanctions 
taken by the ACU, in their respective jurisdictions.

This implies that if the ICC adequately authorises the ACU to 
exercise wider powers by way of approving its proposal, the 
ACO will possess the same search and seizure powers that the 
TIU investigator had in the Olaso case. As long as the CAS17, 
which is the highest appellate authority pursuant to Article 
7 of the ACU Code, assigns probative value to ‘dark web’ 
information obtained from a confiscated laptop, we see no 
reason why the same principle cannot be accorded to cricket.
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1.  In the words of Flanagan, the people behind corruption in cricket 
“are becoming more inventive in how they communicate with 
each other and circumvent [the ACU’s] measures. […] As the world 
changes and as people use different means of communicating 
with each other through social media - WhatsApp, Snapchat, all 
of these things - we have to keep ahead of these things.”

2.  The NCA is the UK’s national law enforcement and police agency, established 
under the Crime and Courts Act 2013, as a non-ministerial government 
department. It has wide powers of investigation, such as search, seizure and 
arrest. NCA Officers can be designated the powers of a constable, customs 
officer, immigration officer, or any combination of these three sets of powers.

3.  For more information on the facts of this case, please refer to 
http://e-comlaw.com/world-sports-law-report/article_template.
asp?ID=1307&Search=Yes&txtsearch=tribunal: Amrut Joshi, 
‘Tribunal verdict in cricket’s spot-fixing case: analysis,’ World 
Sports Advocate, Volume 9, Issue 2, February 2011.

4.  http://www.legislation.gov.uk/ukpga/1998/29/section/31 
5.  https://www.alrc.gov.au/sites/default/files/pdfs/publications/fr123_6._

reasonable_expectation_of_privacy.pdf, paras 6.67 - 6.69.
6. [2003] QB 195.
7. http://www.austlii.edu.au/au/journals/ANZSportsLawJl/2011/3.pdf
8.  Rosario v. Clark County School District (2015) and Vernonia School District 

v. Acton, 515 U.S. 646 (1995) - https://www.nfhs.org/articles/2014-sports-
law-year-in-review/ and https://sportslaw.uslegal.com/drugs-and-testing/

9.  See, for example, Bridge LJ’s comments in Woodward v. Hutchins [1977] 
1 WLR 760: “It seems to me that those who seek and welcome publicity 
of every kind bearing upon their private lives so long as it shows them 
in a favourable light are in no position to complain of an invasion of their 
privacy by publicity which shows them in an unfavourable light.”

10.  See ‘Concerns and Ideas about the Developing English Law of Privacy 
(and how knowledge of foreign law might be of help),’ a research project 
undertaken by the Institute of Global Law (Basil Markesinis, Colm O’Cinneide, 
Jörg Fedtke and Myriam Hunter-Henin), where the authors outline the legal 
position in France and Germany. The authors highlight the distinction made 
under French and German law, where the perception of ‘public figures’ is 
two-fold. The first is of permanent public figures (e.g., scientists or athletes, 
often called absolute Personen der Zeitgeschichte), and the second is of 
those who attract public attention only for a limited period of time and who 
then recede back into anonymity and have their full rights of privacy revived 
(e.g., victims of crime, often called relative Personen der Zeitgeschichte).

11.  Article 8 (Right to respect for privacy and family life) of the UK’s Human 
Rights Act 1998, is a ‘qualified’ right of privacy, when it comes to public 
interest. This Article has been interpreted by various organisations, 
such as the advocacy group Liberty, as including the right of privacy 
only when one has a reasonable expectation of privacy. See https://
www.liberty-human-rights.org.uk/human-rights/what-are-human-
rights/human-rights-act/article-8-right-private-and-family-life

12.  Campbell v. MGN Ltd. [2004] UKHL. See also, Campbell v. MGN 
Limited, [2002] EWCA Civ 1373, para. 41, where the Court of Appeal 
in the same case held: “For our part we would observe that the fact 
that an individual has achieved prominence on the public stage does 
not mean that his private life can be laid bare by the media.”

13.  https://www.documentcloud.org/documents/2685680-Integrity-Unit.
html#document/p2/a271513: ‘F.2.c. […] if the TIU believes that a Covered Person 
[player/authority/related party] may have committed a Corruption Offense, 
the TIU may make a Demand to any Covered Person to furnish to the TIU 
any information regarding the alleged Corruption Offense, including, without 
limitation, (i) records relating to the alleged Corruption Offense (including, 
without limitation, itemized telephone billing statements, text of SMS messages 
received and sent, banking statements, Internet service records, computers, 
hard drives and other electronic information storage devices […].’ The same 
clause has been added to the Codes of Conduct of the WTA, ATP, ITF and 
Grand Slams, http://www.knltb.nl/siteassets/1.-knltb.nl/downloads/over-knltb/
kenniscentrum/to_mf_uniformtennisanticorruptionprogramme_20130828.pdf

14.  http://www.tennisintegrityunit.com/storage/app/media/Media%20
Releases/20160219091534-tiu-response-to-essa-report.pdf: ‘All information 
supplied by betting operators is analysed by the TIU. This analysis 
includes many other factors that can influence results, including player 
fitness, fatigue, form, playing conditions and personal circumstances. If 
the analysis suggests suspicious activity, the TIU moves to investigation 
which includes interviewing players, taking phones and laptops.’

15.  http://www.tas-cas.org/fileadmin/user_upload/
Award_3467__FINAL__internet.pdf

16. Ibid, pages 20-21.
17.  The CAS, per Article 7 of the ACU Code, is the highest appellate 

authority to hear appeals on any matters contained in the ACU Code.
18.  See ‘DRS no longer mandatory, says ICC’ at http://www.

espncricinfo.com/ci-icc/content/story/535954.html
19.  See ‘What’s all the fuss about “whereabouts” requirements?’ at 

http://www.espncricinfo.com/ci-icc/content/story/417304.html 
20.  See ‘An independent governance review of the International Cricket 

Council’ by Lord Woolf and PricewaterhouseCoopers LLP, at http://p.
imgci.com/db/DOWNLOAD/0000/0093/woolfe_report.pdf

Will the ACU’s proposal be accepted 
by the cricketing community?
Theoretically, the ACU may not face legal hurdles in implementing 
its proposal, especially in light of the TIU template and the Olaso 
verdict discussed above. Practically however, the ACU is likely 
to face a high degree of resistance from within the cricketing 
community itself. For starters, any such proposal would need to 
be ratified by the Board of the ICC. It is no secret that the ICC is a 
member-driven and member-dependent governing body. There 
have been umpteen instances when the ICC has allowed itself 
to be browbeaten by one or more of its influential members.

To cite just one instance, in 2011, the ICC was pressurised into 
changing the applicability of its Decision Review System (‘DRS’) 
from being mandatorily used in all matches to being made 
subject to bilateral agreements being arrived at on the usage of 
DRS between the participating boards. This was because the 
DRS was vehemently opposed by the Board of Control for Cricket 
in India (‘BCCI’)18. This continued to be the position of the BCCI 
until a change in its stance only a few weeks ago. Therefore, if the 
BCCI were to resist the ACU’s proposal, it is highly likely that the 
implementation of such proposals could be delayed or halted.

On the other hand, while cricketers may not have a strong legal 
argument to resist the ACU’s proposal in light of the principles 
enshrined in the Olaso and Campbell verdicts, they may push the 
ACU to provide strong confidentiality undertakings, such as those 
holding the ACU responsible for the data under scrutiny, and 
allowing disclosure only in the event of charges being proven, 
and even then, only to the extent of the incriminating information.

The ACU’s proposal has certainly opened up a new chapter 
in Cricket’s struggle in recent years to get its governance 
act together. Similar to the challenges faced by the ICC in 
implementing the ‘Whereabouts’ rules19, the DRS and its overall 
governance structure20, we anticipate that the ACU will face an 
uphill battle from within the cricketing community rather than 
the legal fraternity before its proposals see the light of the day!
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